ITAMSITKA VTSI OBYYAIOIIUXCH Ob _
NHOOPMALIMNOHHOU BE3OIMTACHOCTHU AETEA

HEJIb351

1. Bcem mogpsiz coo0maTte CBOIO YacTHYIO HH(MOpManuio (HacTosmue uMs, hamummio, TenedoH,
ajipec, HOMep IIKOJIbI, a TaKke poTorpaduu CBOU, CBOCH CEMbU U Jpy3eii);

2. OTKpbIBaTh BIOKEHHBIE (DAIIbI 3JIEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIIS;
3. I'pyOuts, mpuaupaThCs, OKa3bIBaTh AABJICHHUE - BECTU Ce0s1 HEBEXKIIMBO U arPECCUBHO;

4. He pacnopspkaiics JeHbIaMU TBOCH CeMbH 0O€3 paspelleHHUs] CTapIIuX - BCErJa CIpaliuBai
poauTenen;

5. He Bcrpeuaiics ¢ IHTEpHET-3HAKOMBIMU B pEabHOM JKU3HHU - IIOCOBETYMCS CO B3pOCIIBIM,
KOTOPOMY JI0BEPSICILb.

OCTOPOYKHO

1. He Bce mumryt mpaBay. Yuraems o cebe HenpaBay B MHTepHeTe - coo0mM 00 3TOM CBOMM
POAMTEIISIM WK OTIEKYHAM;

2. llpurnamaroT nepenuchiBaThCs, MTPaTh, 0OMEHUBATHCS - IIPOBEPH, HET JIM [10/IBOXA;
3. HezakoHHOe konupoBaHue (aiiioB B THTEpHETE - BOPOBCTBO;
4. Becernma paccka3biBail B3pOCIIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. Vcnonp3yil HacTpoiKky 0€30MacCHOCTU U NMPUBATHOCTHU, YTOOBI HE MOTEPSITh CBOM aKKAyHTHI B
COLICETAX U JPYIUX NOpTalax.

MO’KHO

1. VBaxail Ipyrux nojab30BaTeIeH;
2. Ilonp3yenibcst IHTEpHET-UCTOUHUKOM - JI€J1all CCBUIKY Ha HETO;
3. OTKpbIBaii TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOwaTbes 32 MOMOUIBIO B3POCIBIM - POAUTENH, ONEKYHbl M aJIMUHUCTpPAlMs CalTOB BCerjaa
HIOMOT'YT;

5. Ipoitnu o6yuenune Ha caiite "CeTeBUUOK" M MOTYyUU MACTIOPT MUPPOBOTO rpaskIaHUHA!

Ipunoocenue N 2

NHOOPMAILIMOHHASA MAMATKA JJIA
OBYUAIOUHIUXCHA JIAA PASMEINEHUSA HA
OOUIINAJ/IBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM TOAOM MOJIOJCKHU B UHTCPHCTC CTAHOBUTLCA 6OJ'ILH_IC, a MKOJIbBHUKKU OJHH HU3 CaMbIX



aKTHUBHBIX I0JIb30Barened Pynera. Mexy TeM, IOMUMO OIPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
UHTEpHET HeCeT U MpoOeMbl. JTa MaMATKa J0JKHA IOMOUYb Tebe 0€30MacHO HaXOIUThCS B CETH.

KomnbrorepHbie BUPYCHI

KomnproTepHblii BUpYC - 3TO Pa3HOBUIHOCTb KOMIBIOTEPHBIX IpPOrpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBIISIETCSI CIIOCOOHOCTh K PasMHOXKEHHIO. B pomnoiHeHue k 3ToMmy,
BUPYCBHI MOT'YT MTOBPEIHUTDH WU MOJTHOCTBIO YHUUYTOXXUTH BCE (DAIIbI U JTaHHBIE, TOJIKOHTPOJILHBIE
H0JIb30BATEINI0, OT UMEHHM KOTOPOTO ObliIa 3aIlyllieHa 3apa)KeHHas IporpaMma, a TakKe OBPEAUTh
WIN 1K€ YHUYTOXKUTH ONEPAIIMOHHYIO CHCTEMY CO BceMH (aitiamu B 11esioM. B GosbmHCTBE
CJIy4aeB pacIpOCTPAHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MGTOZ[BI 3al0UTHI OT BPCAOHOCHBIX IMPOrpaMM:

1. Mcionb3yii cOBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOLIIUE CEPHE3HBIN YPOBEHD 3aLIUTHI OT
BPEJOHOCHBIX IIPOTPaMM;

2. TloctosHHO YycTaHaBiWBalk madytu (UM@POBBIE 3aIIaATKH, KOTOpPHIE ABTOMATHUECKU
YCTaHABJIMBAIOTCS C IIEIBI0 TOPAOOTKH MPOTPaMMBbl) U JPyryue OOHOBIICHUS CBOCH OIEPaIlMOHHON
cuctembl. CkaumBaili UX TOJBKO ¢ odunmanpHOro caira paspadorunka OC. Ecmu cymectByeT
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKJIFOUH €T0;

3. Pabortaii Ha cBOEM KOMIIBIOTEPC 104 IIpaBaMU II0JIb30BATCIIA, a HC aIMUHUCTPATOPA. 9T0 HE
IIO3BOJIUT 6OJII)IHI/IHCTBy BPCAOHOCHBIX IMPOrpaMm HMHCTAJIMPOBATHLCA HAa TBOCM IICPCOHAJIBHOM
KOMIIBIOTECPC,

4. Vcnonb3yil aHTUBUPYCHbIE MNPOTrpaMMHBIE IPOJYKTbl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpanunub pU3MUECKHil JOCTYN K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIULL;

6. Vcnonp3yii BHENIHHE HOCUTENTH HHPOpPMALWHU, Takue Kak Quiemka, AUCK wid (ain u3
UHTEPHETA, TOJILKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIBbIOTEpHBIE (DAlIIbI, OJyUYE€HHBIE U3 HEHA/IEKHBIX HUCTOYHHMKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIHIA TBOM 3HaKOMBIN. JIydille yTouHM y HEro, OTIPAaBJIsUI JIU OH Te0e HX.

Cerun WI-FI

Wi-Fi - 370 He BU Mepeayuu JaHHBIX, HE TEXHOJIOTHS, a BCEro Juibs OpeH I, mapka. Emre B 1991
rofly HHJEpiaHJICKas KommaHus 3apeructpuposanga Openn "WECA", uyrto o0603Ha4ano
cioBocouetanue "Wireless Fidelity", koTopslit mepeBoauTcs kak "0ecpoBOHAS TOYHOCTD' .

Jlo Hamero BpeMeHHM Jouuia Japyras abOpeBuaTypa, KOTOpas sIBISIETCS TaKOW e TEXHOJIOTHEH.
Orto abOpesuatypa "WIi-Fi". Takoe Ha3BaHue ObUIO JaHO C HaMEKOM Ha CTaHIAPT BBICIICH
3BykoBO# TexHHKU Hi-Fi, uTo B mepeBoie 03HavaeT "BBICOKAst TOYHOCTB".

Ja, OecniaTHbIi HMHTEpHET-IOCTYN B Kade, OTeIsIX M a’dponoprax SBISETCS OTIUYHOU
BO3MOKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIepThl CYMTAIOT, uTO oomenocTymubie Wi-Fi
CEeTH He ABISAIOTCS 0€30MaCHBIMHU.

CogeTsbl 10 Oe30macHOCTH paboThl B 00mIe0cTymHbIX ceTsax Wi-fi:

1. He nepeaBaii cBoro auuHyro wHGopMaruio gepe3 odmieaoctymnusie Wi-Fi cetn. PaboTas B HuX,
JKeJaTeJIbHO HE BBOJUTH MAPOJIM JOCTYIA, JOTUHBI U KaKUe-TO HOMEpA;

2. HWcnons3yil v OOHOBISANM aHTHBHpPYCHBIE MporpaMmbl M OpaHamayep. Tem caMbIM Thbl



oOe3omnacuib cedst 0T 3aKaYKH BUpPyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonn3oBanun Wi-Fi otkmoun ¢yskmnuto "OOmumid 1octyn K ¢aitiam u npuHTepam’.
JanHas hyHKIHS 3aKphITa 110 YMOYaHHIO, OJTHAKO HEKOTOPBIE ITOJIb30BATEIIN aKTHBUPYIOT €€ JIs
yI00CTBa UCIIOJIL30BaHUS B paboTe uiu ydeoe;

4. He ucnonw3yii myosmunbiii WI-F| 11 nmepenaym JIMYHBIX JAHHBIX, HAIPUMED JJIs BBIXOJa B
COILIMATIbHBIC CETH UJTH B DJICKTPOHHYIO TIOYTY;

5. Ucnonp3yii TonbKo 3amuienHoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBoau umenno "https://*;

6. B moOusnbpHOM Tenedone orkimoun Gyukiuio "lloakmoyenne k Wi-Fi aBromatuuecku". He
JIOIYCKai aBTOMATHYECKOTr0 MOAKIII0UeH s ycTpoiicTBa k cetssm Wi-Fi 6e3 TBoero cormacwusi.

ConuajibHbIC CeTH

ConuasibHble CETHM aKTMBHO BXOST B Hallly W3Hb, MHOTHME JIIOAU pabOTalOT M KUBYT Tam
nocrosiHHO, a B Facebook yixe 3apeructpupoBaH MHJUTHAP YEJIOBEK, YTO SIBISIETCS OIHON
CeIbMOI BCEX JKMTeNeH IUIaHeTsl. MHOTHE MOJbh30BaTeNM HE MOHUMAIOT, 4TO WHQOpManus,
pasMelleHHas UIMU B COLIMAJIbHBIX CETAX, MOXKET ObITh HalJIeHa M UCIIOJIb30BaHa KEM YTOJHO, B
TOM 4HCJIE€ HE 00s13aTeIbHO C OIariMyU HAMEPEHUSAMU.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH B COLIMaJIbPHBIX CCTAX:

1. Orpannub cnucok Jpy3eil. Y TeOs B IpY3bsX HE JODKHO OBITh CIy4yallHBIX U HE3HAKOMBIX
JIIO/ICH;

2. 3ammiail cBOI YacTHYIO XKu3Hb. He ykaspiBail mapomu, TenedoHbl, aapeca, AaTy TBOETO
POXICHUSI U APYTYIO JIMYHYIO WH(OPMANNIO. 3JOYMBINUICHHHKH MOTYT HCIIOJIB30BAaTh JaKe
nHGOPMAIIUIO O TOM, KaK Thl U TBOU POJUTEINH TIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3ammuiait CBOIO penyTaluio - Iep>KH €€ B UUCTOTE U 3aaBaii cebe BOmpOoC: XOTEN ObI Thl, YUTOOBI
JIpyrue TOJb30BaTeNId BUICIH, 4YTO Thl 3arpyxkaems? Ilomymal, mnpexae dYeM YTO-TO
OIyOJIMKOBAaTh, HAMKMCATh U 3aTPY3UTh;

4. Ecimu THI ropopuuib C JOAbBMH, KOTOPBIX HC 3HACHIb, HC HCHOHBSYﬁ CBOC pCajibHOC UMA U
APYT'YHO JIMYHYIO I/IH(i)OpMaI_II/II/IZ HnMs, MCCTO XKHUTCJIILCTBA, MCCTO y‘Ie6H " [IpoUce;

5. U30eraii pazmemienus Qotorpaduii B MHTEepHeTe, re Thl M300pa)kK€H Ha MECTHOCTH, IO
KOTOPOW MOKHO OIIPENEIUTHh TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpamuu B COIMAIBHON CETH HEOOXOJUMO HCIOIB30BATh CIOXKHBIE MapoJiH,
cocTosiue u3 OykB ¥ UG U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

7. 1ns conpanbHOM ceTH, MOYTHl M JPYTUX CaiTOB HEOOXOJIMMO HCIOJIb30BaTh Pa3HbIE MapOJIH.
Torna ecnu Te0s1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH TOJTY4aT JOCTYII TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.

BJIeKTpOHHbIe JCHbI'H

DNEKTPOHHBIE IEHBI'H - 3TO OYEHb yI0OHBIHN cIoco0 MiaTekei, 0IHAKO CYIECTBYIOT MOILIEHHUKH,
KOTOPBIE XOTSAT MOJYYUTh 3T JECHBIU.

SJ'IGKTPOHHI)IG JCHBI'M IIOABUJINCH COBCEM HCEIABHO MW HWMCHHO H3-3a O5TOI'O BO MHOI'HX
rocyaapCTBax A0 CHUX IOP HEC NPOIHCAHO PO HUX B 3aKOHAX.

B Poccum xe oHHn (I)yHKI_II/IOHI/IpyTOT U O HUX YK€ INPOINHCAHO B 3aKOHEC, I'IC UX Pa3ACIIAIOT Ha



HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3Huiia B TOM, 4TO aHOHUMHBIE - TO T€, B
KOTOPBIX pa3peliaercss MPOBOJUTH oOmepanuu 0e3 uJIeHTU(PUKAUKU TOJb30BaTeNs, a B
HEAaHOHUMHBIX UACHTU(DUKAIIVS TTOTH30BATEIIS SIBISETCS 00s3aTEIBHOM.

Taxoke cienyer pa3inyarh JIEKTPOHHbIE (PUATHBIE IEHBIU (PaBHBI TOCY/IaPCTBEHHBIM BaJIOTaM)
U 2JIEKTPOHHBIE HE(HUATHBIE ACHBI'M (HE paBHbI TOCY1aPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO OE30MACHOM paboTe € NEKTPOHHBIMH JJCHbIaMH:

1. TlpuBsku K cyeTy MOOWJIBHBIM TenedoH. DTO camMblii YAOOHBI U OBICTPBIA CHOCOO
BOCCTAaHOBHUTH JOCTYN K cueTy. llpuBsi3aHHBIA TenedOH IMOMOXKET, eciu 3a0yAelb CBOH
IJIATEXKHBIN [TapOJIb WM 3aiIEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit ogHopazoBsie napoiu. [Tocne nepexoa Ha yCUIIEHHYIO aBTOpH3aII0 TeOe yKe He
OyJleT yrpokaTh OMACHOCTh KPaXKu WM MepexBaTa MIaTeKHOTro MapoJis;

3. Bribepu cnoxsbiii mapons. [IpectynmHukam OyneT HE MPOCTO yrajiaTh CIOKHBIM MapoJib.
HanexHble maposiu - 3T0 Mapoju, KOTOpbIE COAEpKaT He MEHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U MPONUCHBIE OYKBBI, HUPPHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAaK J10J11apa, PyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.1. Hammpumep, $tRONQ!;;

4. He BBOAM CBOM JINYHBIE JaHHbBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILb.

DJIeKTPOHHAA MOYTA

OJEeKTpOHHAs IoYTa - 3TO TEXHOJIOTUS U IPEJOCTaBIsIEMbIE €0 YCIYrd IO IEepEechUIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOLICHWH, KOTOPBIE PACHpPEACISIOTCS B KOMIBIOTEPHOH CETH.
OOBIYHO ~ DJIEKTPOHHBI  MOYTOBBIM  SIMMK  BBINVIAOUT  CIEAYIOUIMM  00pa3oMm:
UMsI_TIONIB30BATESI(@UMSL_JIOMeHa. Taxke KpoMme IepeJadyd MpoCTOro TEKCTa, HMEETCs
BO3MOXHOCTb I1epeaBaTh (haibl.

OCHOBHBIE COBETHI 110 6€30MACHOM PadoTe € ANEKTPOHHON OUTOM:

1. Hago BBIOpaTh mpaBUiIbHBIA IOYTOBBIM cepBUC. B HMHTEpHETE ecTb OrpOMHBIH BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIydlle JOBEPSATh TEM, KOTO 3HAEUIb U KTO MEpBbIA B
pEUTHHTE;

2. He yka3piBail B JMYHOW mo4YTe JMYHYIO uHHpopmauuto. Hampumep, mnydmie BbIOpaTh
"My3bIKanbHbIN_(panat@" win "pox2013" Bmecto "temal3";

3. Vcnonp3yil OBYXATalHYI0 aBTOPU3ALMI0. JTO KOI/la IOMHUMO IapoJisi HYKHO BBOAWTH KOJ,
npuckLIaeMselil mo SMS;

4. Beibepu CIOXKHBIN Tapodib. JJis KaXkJ0T0 MOYTOBOTO SIIIUKA JOHKEH OBITh CBOW HAJEKHBIM,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecmm ectb BO3MOXXHOCTH HANMCaThb CaMOMYy CBOM JIMYHBIM BONPOC, HCIOJIB3YH 3Ty
BO3MOXHOCTD;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIi ISl 4acTHOW MEPENMCKU C aJpecaTaMu,
KOTOPBIM Thl JIOBEPSECIIb. DTO NEKTPOHHBIN aJ[pec HE HaJ0 HUCIOJIb30BATh MPU PErucTpaluy Ha
dopymax u caitax;

7. He oTkpbIBaii (paiisiel ¥ ApyTUe BIOKEHUS B MUCbMaXx, Aa)Ke €CJIM OHU MPUILLIN OT TBOUX JAPY3€il.
Jlyuie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3T (paiibl;

8. Ilocne okoH4yaHusi pabOTHI HA MOYTOBOM CEpBHCE MEpeN 3aKphITHEM BKJIAJIKU C CAUTOM He
3a0y1b HaXXaTh Ha "BeiiiTi".



Ku0epOy/uIMHT WM BUPTYaJibHOE M3/1€BATEIbCTBO

KuGepOymiuHr - mnpecienoBaHHe COOOMICHUAMH, COJEPKAIIUMH OCKOPOJICHHS, arpeccuto,
3alyruBaHKe; XYJUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 OOPKOE ¢ KHOEPOYILTUHIOM:

1. He 6pocaiics B 60#. JIyummii crioco0: MOCOBETOBATKLCS KakK ce0sl BECTH U, €CIIM HET TOT0, K KOMY
MOYKHO OOpaTHTBHCS, TO BHAYAJE YCIIOKOUTHCS. ECIM ThI HAYHENIh OTBEYaTh OCKOPOJICHUSIMU Ha
OCKOpPOJICHUSI, TO TOJBKO €Iile OOJIbIIEe PA30KIKEIIb KOHPIIUKT;

2. Yrpasisii cBoel KubeppenyTarmei;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIleCTBYIOT CIIOCOOBI BBIAICHUTh, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyJUTaHCKHI 00pa3 BUPTyaJdbHON XH3HH. MIHTEpHET (pUKCUpyeT Bce TBOU
NeMCTBUS M COXPAHSAET UX. Y JaIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmmoaii CBOXO BHPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit emuHuuyHbi HeraTwB. OJHOPa30BbIE OCKOPOWUTEIBHBIC COOOLICHHS JydIle
UrHopupoBaTb. OOBIUHO arpeccus MpeKpallaeTcst Ha Ha4yaJlbHOW CTaluM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COIIMAIBHBIX CETAX
€CTh BO3MOXKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUN C ONPEICICHHBIX apECcoB;

8. Eciu Thl cBuaerens kubepOymauHra. TBou NeicTBUA: BBICTYHIUTH MPOTUB IpeciieoBaTes,
II0Ka3aTh €MY, YTO €ro JEHCTBUS OLICHUBAIOTCS HETATUBHO, IOJEPKATh XKEPTBY, KOTOPOH HyKHA
IICUXOJIOTMUYECKasi IOMOIb, COOOLIUTH B3pOCIBIM O (haKTEe arpeCCUBHOIO MOBEACHUS B CETH.

MoOunbHbIN TeJIePOH

CoBpeMeHHbIe cMapT(HOHBI U IUIAHIIETHI CO/AEpKaT B ceOe BIOJIHE B3POCIHbIM (YHKIHMOHAN, U
TeNnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHAPHBIMM KoMIbloTepamu. OHaKo, CpeacTB
3aLIUTHI J151 TOI0OHBIX YCTPONCTB MOKa OUeHb MaJio. TecTupoBaHKe U MOUCK YA3BUMOCTEN B HUX
MIPOUCXOAUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To jxe camoe kacaeTcss 1 MOOMITBHBIX MPUIIOKEHUH.

CoBpemeHHbIE MOOUITEHBIE Opay3ephl yKe MPAKTUYECKU JOTHAIM HACTOJBHBIE aHATIOTH, OTHAKO
paciuperue QpyHKIMOHaIa BI€UEeT 32 COO0M OOJIBIITYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

I[aJ'IGKO HEC BCC TMPOU3ZBOAMTCIN BBIITYCKAIOT 06HOBJ’I€HI/I$[, 3aKPBIBAIOIUEC KPUTUUCCKHUC
YA3BUMOCTHU U1 CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIsl 0€30MaCHOCTA MOOMIIBHOTO TeledoHa:

Huuero ne sBisieTcss mo-HacTosmeMy OecruiaTHbIM. bynb ocTopokeH, Beap Korjaa Ttebe
npeiaraT OecIIaTHBIA KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIEC YCIIYTH;

Hywmaii, npexxae gem otnpaButh SMS, ¢doTto mnm Bumeo. Tel TOUHO 3Haem b, Te OHU OYIyT B
KOHEYHOM HTOre?

Heo6x0a1M0 0OHOBIIATH ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI JJ11 MOOUJIBHBIX TE€JIE(POHOB;

He 3arpy>1<a171 MMPUIIOKECHUA OT HCU3BCCTHOTO HWCTOYHHUKA, BC€IAb OHH MOI'YyT COACPKATH
BPCAOHOCHOC MPpOTpaMMHOC OGCCHG‘ICHI/IC;



[Tocie Toro kKak THl BBIACIIB C CaliTa, I/I€ BBOJMII JIMUHYIO MH(OpMAIHIO, 3aiii1 B HACTPOIKHU
Opaysepa u yaanu COOKies;

HCpI/IO,I[I/I‘leCKI/I HpOBepHﬁ, KaKHuE IJIaTHBIC YCIIYT'H aKTUBHUPOBAHbI HA TBOEM HOMEPE,

JaBaii cBoii HOMep MOOWJIBHOrO TenedOoHa TOJBKO JIOASM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEpsIeIlb;

Bluetooth momken ObITH BBIKIIOYEH, KOTJa Thl UM HE TMOJb3yelibcs. He 3abpiBaii mHOIIA
MIPOBEPATH 3TO.

Online urpsl

CoBpeMeHHBIE OHJIAH-UTPHI - 3TO KPACOUYHBIC, 3aXBaTHIBAIOIINE PAa3BICUCHUS, O0HECAUHSIONINE
COTHH THICSY YEJIOBEK MO BceMy MHpY. Urpoku ucciaenyroT TaHHBIA UM MUD, OOIIAIOTCS APYT C
JIPYTOM, BBITIOJIHSIFOT 33/JIaHUs, CPAXKAIOTCSI C MOHCTPaMHU U MOJIy4aloT OTBIT. 32 y10BOJILCTBUE OHU
IUIATAT: MOKYTAIOT JUCK, OMJIAYUBAIOT a0OHEMEHT WJIM MIPHOOPETAIOT KaKUE-TO OIIUH.

Bce a1y cpenctBa uAyT Ha MOJAEpkKaHHE U Pa3BUTHE WIPbI, a TaKKe Ha caMy O€30MaCHOCTD:
COBEPILECHCTBYIOTCSI CUCTEMbl aBTOPHU3AIIMH, BBIMTYCKAIOTCS HOBBIC MaTuu (LUQPPOBBIC 3aILIaTKU
JUISL IPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUIrpax CTOUT OITaCaTbCA HEC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXH TBOCTO
mapoJjrsi, Ha KOTOpOM OCHOBAaHA CUCTCMA aBTOpU3allUU OOJILIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IAaCHOCTH TBOETO HUI'POBOI'0 aKKAayHTA:

1. Ecm npyroii urpok BegeT celst TUI0XO WM co3AaeT TeOe HENPHUSITHOCTH, 3a0JIOKUPYH ero B
CIHMCKE UTPOKOB;

2. Hoxcanyﬁcx AJIMHUHHUCTPATOpaM HUIPbl Ha INIOXOC IIOBCIACHHC O3TOI0O HIPOKaA, KCEJIATCIbHO
IMPUIIOKUTH KaAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB,

3. He yxassbiBaii 1nuHyto HH(OpMaIuio B pogaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBail HeopuIaIbHbIE TATYH U MOJIBI;

6. Mcnonp3yil ciokHbIe U pa3Hble ApOIIH;

7. Jlaxxe BO BpeMsl UTPBI HE CTOMT OTKJIOYaTh aHTUBHpYC. IIoka Tl urpaemnis, TBO KOMIIBIOTED
MOTYT 3apa3UTh.

@OUIIHUHT 1IN Kpaika JUIHBbIX JaHHbIX

OObIuHOM Kpaxel JeHEeT W JIOKYMEHTOB CEroJlHs YK€ HUKOTO HE YAMBHUIIL, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBILIJIEHHUKH TE€PEMECTHIMNCh B HWHTEPHET, M MPOJAOJHKAIOT
3aHUMAaThCS "TTFOONMBIM" JI€JIOM.

Tak mosiBUIach HOBasi yrpo3a: HHTEPHET-MOIICHHNYESCTBA MM (DUIIMHT, TJIaBHAS 1[€7Th KOTOPOTO
COCTOMT B IMOJYYEHUH KOH(HICHIIMATBHBIX JaHHBIX MOJb30BATEJCH - JIOTHHOB M mapoiieil. Ha
aHrmiickoM si3bike phishing umraercst kak ¢umunr (ot fishing - peioHas mosms, password -
1apoJib).

OcHOBHBIE COBETHI 110 60PHOE C PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim ThI mojo3peBaelib, 4TO TBOSI aHKeTa Oblja B3JIOMaHa, TO
HEOOXOMMO 3a0JIOKUPOBATh €€ U COOOIIMTh aJIMHUHHUCTPATOpaM pecypca 00 3TOM KaK MOKHO



cKopee;
2. Ucnone3yit 6e30macHbie BeO-CATHI, B TOM YHCJIEC, MHTEPHET-Mara3nHoB U IOUCKOBBIX CUCTEM;

3. Hcnonp3yil cioxHble W pa3Hble Napoiau. TakuM oOpa3om, ecid TeOs B3JIOMAIOT, TO
3II0YMBIIIJICHHUKY TIOJTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecou TeOsi B3JIOManM, TO HEOOXOAMMO TNPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBiieHbl y T€Os B IpY3bsAX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
pacchlIaThCs CIaM U CChUIKM Ha (PUITMHTOBBIE CAHTHI;

5. YcranoBu HaaexHbIi maposib (PIN) Ha MoOWIIbHBIN TenedoH;
6. OTKITIIOYM COXpaHEHUE MapoJisi B Opaysepe;

7. He oTkpbIBaii (haiiiibl ¥ Ipyrue BIOKEHHS B IUCbMaX, TaKe €CIIM OHH MPHUIILIIA OT TBOUX JIPY3EH.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailiibl.

Iudposas penyranus

[udpoBast pemyramust - 3TO HETaTHBHAs WM TO3WTHUBHas HH(oOpMamuss B ceTH O Tebe.
Komnpomerupyromas undopmanusi, pasMelieHHas B UHTEPHETE, MOXKET CEPbe3HbIM 00pazoM
OTpa3uThCs Ha TBOeH peasibHON xu3HU. "LludpoBas penyrauusa" - 3T0 TBOW UMMJK, KOTOPBIN
dbopmupyercs u3 uHGopMauu o Tedbe B UHTEPHETE.

TBoe MeCTO >KHUTENIbCTBA, y4eObl, TBO€ (PMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH XapakTepa M
pacckasbl 0 OJM3KHX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue mNOJIPOCTKHA JETKOMBICIIEHHO OTHOCSTCS K MyOJIMKalWy JIUYHOM HHpOpMAIU B
WNuTtepHeTe, HE MOHUMAst BO3MOYHBIX TOCIEACTBUN. ThI 1a’Ke He CMOKEIIb 10Ta1aTbCsl O TOM, YTO
dororpadus, pasmenieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienne TBoux (portorpaduii U Apyrue ASUCTBUS MOTYT HE MCUE3HYTh JTaXe
H0CJIE TOT0, KaK Thl UX yJanullb. Thl HE 3Haellb, KTO COXPaHWJ 3TY UH(POpMAIIHIO, TI0NaJIa JIX OHA
B [IOMCKOBBIE CHCTEMBI M COXPAaHWJIACh JIK OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYKarollue
JFO/IM, KOTOpPbIe HAWAYT M YBUAAT 3T0. HaliTu MHpOpMAaLIMI0 MHOTO JIET CITYCTsl CMOXKET JIF000H -
KaK 13 J0OpbIX NOOYKEHHH, TaK U C HAMEPEHUEM IPUUUHUTH BpeI. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(POBON pemyTaIUH:

1. ITorymaii, mpexxJie 4eM 4To-TO MyOJMKOBATh U NepeaBaTh y ceOs B O10re WK B COLMATBHOMN
CeTH;

2. B Hacrtpoiikax npo¢uisi yCTaHOBHM OrpaHMYEHHUS Ha IMPOCMOTP TBOETro NpouiIs U €ro
COJZIEP’)KUMOT0, ClIeal ero TOJIbKO "I Ipy3en';

3. He pa3memaii u He ykaspiBail MHGOpPMAINIO, KOTOPasi MOXKET KOTo-JH00 OCKOPOJSATh WU
00MXKaTh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIE IKOJIbHUKHU - aKTUBHBIE TTOJIb30BATENN HUPPOBOTO MpocTpaHcTBa. OTHAKO 1aIeKO
HE BCE 3HAIOT, YTO TMOJb30BAaHME MHOTUMH BO3MOKHOCTSIMH IIM(PPOBOTO Mupa TpedyeT
COOJIIOJICHHS TIPAaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTb.

Tepmun "MHTENIEKTyajdbHass COOCTBEHHOCTh" OTHOCHTCS K Pa3IMYHBIM  TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauMHasl C HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIOMIMX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaH4YMBas KHHUramH, QoTtorpadusimMu, KUHOGUIBMaMU U



MY3bIKAJIbHBIMU IMPOU3BCACHUAMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOU3BENICHHUS HAYKH,
JUTEpaTypbl U HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B Ka4yeCTBE I'apaHTHUM TOrO, 4TO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPpyA aBTOpa HE OyJIeT HAmpacHBIM, JACT €My CIIpaBeIJIHBBIC
BO3MOXHOCTH 3apa00TaTh Ha pe3ysbTaTax CBOEro TPYZAad, HOJIYYUTh U3BECTHOCTb U NPHU3HAHHUE.
Huxkro 6e3 pa3pernieHus aBTopa He MOKET BOCIIPOM3BOIUTD €r0 IPOU3BEICHUE, PACIIPOCTPAHSATH,
nyOJIMYHO JI€MOHCTPUPOBATh, IPOAABaTh, HWMIIOPTHPOBATH, IyCKaTb B IIPOKAT, MyOIMYHO
UCTIOJIHATD, MOKA3bIBATh/UCHIOTHATD B 3upe uin pazmemats B IHTepHeTe.

Hcnonb3oBanue "MupaTckoro” mporpaMMHOI0 00ecriedeHnsI MOXKET IPUBECTH K MHOTMM PUCKaM:
OT MOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJOKMPOBKH TBOETO YCTPOWCTBA, IJi€ YCTaHOBJIECHA
HeJlerajabHas nporpaMMa. He crout taxske 3a0bIBaTh, YTO CYIIECTBYIOT JIETallbHbIE U OeCIUIaTHbIE
IIPOrpamMMbl, KOTOPbIE MOXKHO HAUTH B CETH.

O nopraJe

CeteBnuoK.p¢ - TBOH INIaBHBIA COBETYMK B CETHU. 3J1€Ch Thl MOXeEIb y3HAaTh O 0€30IIaCHOCTU B
CeTH TIOHSATHBIM W JIOCTYIHBIM SI3BIKOM, @ IPH BO3HHUKHOBEHUH KPUTHYECKOW CHUTYyalluu
00OpaTHUTHCS 32 COBETOM. A TaKXKe NMPHUHATH y4acTHE B KOHKYPCax M CTaTh CaMbIM LU(PPOBBIM
rpaXaaHuHOM!



